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» Defining additional Tables
» Routing/Netffilter interaction

» Use cases

AGENDA



» Self-taught conce

» IP Fundamentals: What Everyone Needs fo Know AboL
& Routing, Thomas A. Maufer, June 4, 1999, ISBN-10: 0139754830,
ISBN-13: 978-0139754838, Edition: 1

ABOUT THE PRESENTER
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» Return an error (ICMP) to the

» Ignore

ROUTING



ip route 1s

[teastep@ce
Note: “ip’ commands are the same as its output. To create

ip route add default via 172.20.1.254 dev ethl proto static

ROUTING - TRIVIAL CASE



ip route 1s

172.20.1.
default via 10.0.2.2 dev eth@ proto
teastep@mintl1sd $

Note 1: The above output is sorted - ‘ip route 1s’ output is unsorted ®
Note 2: ‘shorewall show routing’ output is sorted.

ROUTING — TWO INTERFACES



cat /etc/iproute2/rt_tables

# reserved value

#

255 local
254 main
253 default
(%] unspec

root@mail:~#

ROUTING TABLES



ip route 1s

default vis
[teastep@centos ~]$
172.20.1.0/24 dev ethl proto kernel
default via 172.20.1.254 dev ethl proto static

scope link src 172.20.1.

ROUTING — THE MAIN TABLE



route 1ls table local

local 70.90.191.
local 70.90.191.124 dev eth® proto kernel

122 dev

scope

broadcast 70.90.191.127 dev eth® proto kernel scope link src 70.90.191.124
broadcast 70.90.191.127 dev ethl proto kernel scope link src 70.90.191.122
broadcast 127.0.0.0 dev lo proto kernel scope link src 127.0.0.1

local 127.0.0.0/8 dev lo proto kernel scope host src 127.0.0.1

local 127.0.0.1 dev lo proto kernel scope host src 127.0.0.1

broadcast 127.255.255.255 dev lo proto kernel scope link src 127.0.0.1

root@mail :~#

ROUTING TABLES - CONTINUED



ip route 1ls table default

» Unused fables are also emp

root@mail :~#

root@mail:~#

ROUTING TABLES - CONTINUED



root@mail:~# oute add 1.2.3.4/32 dev ethl table 100
root@mail:~#
1.2.3.4 dev ethl scope link

root@mail:~#

ROUTING TABLES - CONTINUED



root@mail:~#
Q: from all lookup local
32766: from all lookup main

32767: from all lookup default

root@mail:~#

NOJUNCHNUIRN



ip route 1ls cache

66.249.74. 5
cache 1ipid ©xbd7b

213.188.126.148 from 70.90.191.124 via 70.90.191.121 dev etho
cache 1ipid ox77d3

local 70.90.191.122 from 172.20.2.254 dev lo src 70.90.191.122
cache <local> ipid @x64b9 iif ethl

201.162.19.120 from 70.90.191.124 via 70.90.191.121 dev eth@

root@mail:~#

NOJUNCANCIRN



1000:  from
1000: from
1000: from
1000: from
10000: from
10001: from
11000: from
32765: from
32767: from

root@gateway:

ip rule lsroot@gateway:~# ip rule 1s

70.90.191.149 lookup ComcastB

172.20.1.191 lookup ComcastB

10.0.0.4 lookup ComcastC

all fwmark 0x10000/0x30000 lookup ComcastB
all fwmark ©0x20000/0x30000 lookup ComcastC
all iif bre lookup ComcastB

all lookup balance

all lookup default

~#

ROUTING RULES



Network

NETFILTER/ROUTING
INTERACTION

- The PREROUTING and OUTPUT
TC INGRESS hooks allow the packet
destination and fwmarks to be

altered.

-  DNAT target in the nat table
-  MARK target in the mangle
table
Facket Destination is not
the Firewall System
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FPacket Destination is
the Firewall itself

Netfilter Packet Flow




- Multiple Internet Uplink
- TPROXY

- Transparent Proxy

USE CASES




Table balance:
default via 10.0.0.1 dev eth@
Table default:

default via 172.20.1.254 dev ethl src 172.20.1.153 metric 2
Table LAN:

default via 10.0.0.1 dev eth® src 10.0.0.10

MULTIPLE INTERNET PROVIDERS



broadcast 127.0.0.0 ¢

broadcast 10.0.0.255 dev eth@ proto ke

broadcast 10.0.0.0 dev eth® proto kernel scope link s .€
local 127.0.0.0/8 dev lo proto kernel scope host src 127.0.0.1

Table main:

172.20.1.0/24 dev ethl proto kernel scope link src 172.20.1.153
10.0.0.0/24 dev eth@ proto kernel scope link src 10.0.0.10 metric 1

Table WLAN:

default via 172.20.1.254 dev ethl src 172.20.1.153

MULTIPLE INTERNET PROVIDERS -- CONTINUED



pkts bytes targ
443 37552 CONNMARK a
209 16061 routemark all -- ethe .0
233 21439 routemark all -- ethl & 0.0.0.0/0

J

Chain routemark (2 references)

pkts bytes target prot opt in out source destination

209 16061 MARK all -- etheo * 0.0.0.0/0 0.0.0.0/0 MARK xset Ox1/0xff
233 21439 MARK all -- ethl * 0.0.0.0/0 0.0.0.0/0 MARK xset Ox2/0xff
442 37500 CONNMARK  all -- * & 0.0.0.0/0 0.0.0.0/0 mark match !0x0/0xf{fA

save mask Oxff

MULTIPLE INTERNET PROVIDERS — ENSURE THAT
CONNECTIONS ALWAYS USE THE SAME UPLINK



JAIL S

1000: from
1000: from
10000: from
10001: from
11000: from
32765: from
32767: from
root@gateway:

ip rule 1s

10.0.0.4 lookup Comca
all fwmark ©x10000/0x30000 lookup Comca
all fwmark ©x20000/0x30000 lookup ComcastC
all iif br@ lookup ComcastB

all lookup balance

all lookup default

~ $

local default dev lo scope host

TPROXY — ROUTING PART



0 0 divert . .0.0. tcp spt:80 flags:! 0x17/0x02 socket --transparent

0 0 divert . .0.0. tcp spt:80 flags:! 0x17/0x02 socket --transparent

0 © TPROXY . .0.0. tcp dpt:80 TPROXY redirect 172.20.1.254:3129 mark
0x80000/0x80000

@ MARK -
@ ACCEPT all --

Nofe: In the above configuration, ethO and eth1 are Internet uplinks and eth2 interfaces to the local LA

TPROXY — NETFILTER PART






